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•
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respectful engagement?
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The answer to these pivotal questions lies in
embracing the power of first-party data and
evolving one’s marketing strategy to focus
upon building stronger first-party data sets.
First-party is now the definitive benchmark
for capturing deeper levels of customer
behaviour and intent in real time and using this
information to analyse and orchestrate every
interaction with customers. Increasingly, the
future of customer digital marketing is private,
respectful, real-time and first-party.
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Policy Changes and the Scramble to
Save the Third-Party Ship
Governments, political unions and companies are
empowering consumers to control their own data.
What has been seen to date is just the beginning of a
living, breathing process. The General Data Protection
Regulation (GDPR) in Europe, the Lei Geral de Proteção
de Dados Pessoais (LGDP) in Brazil and the Personal
Information Protection Act 2011 (PIPA) in South Korea
are just a few of the recently passed international laws
governing the collection and use of customer data. In
the USA, the complexity is increased because laws
are also passed at the state level and many states
are in varying degrees of legislative consideration. In
addition to the California Privacy Rights Act 2020,
amending the California Consumer Privacy Act 2018,
at least 42 state legislatures have proposed their own
privacy legislation. Figure 1 illustrates the notable
jurisdictions around the world with consumer data
privacy regulations.
The central tenet of current and emerging legislation
is the ability to opt out, the right to delete and the
need to ensure all marketing activities focused on
personalisation, offers and building unique experiences
are driven by compliant data.
Establishing and maintaining compliance presents
a myriad of challenges from customer data capture,
opt-in/out, monitoring and audit of use, and
reporting. However, the core of compliance is identity
management—the ability to accurately identify an
individual—without which there is no way to ensure
compliance across a customer’s activity, preferences
and time. If a company does not know who the individual
is and is unable to retain preferences previously chosen,
then it is at risk of capturing data when it should not be.
For years, tracking using third-party cookies has
been the primary method for identifying and tracking
customers. However, the new reality is that leading
third-party technology solutions, including those that
mask themselves as first-party, are no longer viable
options for identifying and tracking customers on
digital channels in a meaningful, compliant manner.
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Third-party tracking, with workarounds such as
canonical name record (CNAME) and tag management,
has introduced unnecessary complexity and risk. These
legislative changes have finally caught up to marketers
and advertisers, exposing their high reliance on thirdparty tracking to understand and sell to consumers.
Browser developers and mobile companies are also
taking action to protect customer privacy. Companies
like Firefox are implementing significant restrictions on
tracking, rendering many cookie strategies ineffective.
One of the most discussed examples of this is Apple’s
Intelligent Tracking Prevention (ITP), which limits
customer data tracking via cookies to seven days for
third-party solutions that use CNAME to mask as firstparty cookies. Google will be following suit by phasing
out third-party cookies from Chrome browsers in 2023,
meaning that over 50 percent of US web browsers will
no longer support third-party tracking, based upon
market share.
For mobile devices, both Apple and Google have a
unique advertising identifier for each device running
their operating systems. Apple recently implemented
App Tracking Transparency, a policy requiring explicit
opt-in permission for applications on iOS. Google is
expected to follow suit with some version of this for
Android, but this has been delayed because of Google’s
new approaches being largely rejected as industry
protocol. This will significantly decrease the amount
of available third-party data available from these
platforms for marketers and advertisers as many users
will continue to opt out of tracking and data sharing
across apps. Based on data from Flurry Analytics, since
the introduction of App Tracking Transparency, US
users agree to be tracked only 4 percent of the time.
The global number is significantly higher, at 12 percent.
Here, it is important to note that it does not matter
whether marketers use true first-party technologies
embedded in their brand’s digital infrastructure or adopt
third-party solutions (eg SaaS) that use DNS tricks to
mask themselves as first-party applications—the same
restrictions apply.
Inevitably, industry and third-party providers have
scrambled to find technical workarounds to combat
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Compliance Privacy Regulations

Figure 1. Notable jurisdictions with consumer data privacy regulations

these policies. Although DNS and masking tricks like
CNAME have been in place for many years, they have
come under greater scrutiny during the past 12–18
months. However, for every offensive technology change
that is created to take advantage of a loophole, a
defensive counter measure is launched to close it. Thus,
traditional third-party technology solution providers
offer only temporary relief.
Other non-technical approaches to the problem exist
but have limitations and have not demonstrated
effectiveness. Data-sharing partnerships, sometimes
referred to as second-party data and cohort-asproxy approaches like Google Federated Learning of
Cohorts (FloC) and Neustar, attempt to offer solutions
to the third-party conundrum. In many cases, these
arrangements require organisations to upload and
share their first-party customer data, leaving open
how said data will be used. It should be evident that
moving first-party customer data outside a firewall
represents significant risk with little strategic thought
behind it. Sending data outside the firewall also requires
aggregation and anonymisation that inherently lowers
the data’s value for targeting purposes.
One other key point is that there are now several
options in the marketplace that offer a new approach
to using first party-data for advertising purposes, such
as those from Nielsen, Acxiom and others. As these
solutions entail giving up customer data, companies
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must approach them with a critical eye. It is essential to
interrogate these options to understand fully how the
data would be managed, stored and potentially shared
with a larger audience in an anonymised way. In many
cases, value can be achieved by controlling the data
and selectively choosing what to upload when combined
with a true first-party identity graph that is owned
and controlled.

The New Reality
In short, the existing third-party approach no longer
delivers the capabilities necessary for a targeted,
digital experience.
If an organisation relies heavily on third-party data,
this means there will be significant gaps in its ability
to understand and communicate with customers in
a timely and relevant way. With third-party data,
companies can no longer persist, identify and recall
who someone is across channel and device. This means
they cannot generate the context needed to add value
in the customer experience, thus limiting the potential
effectiveness of real-time approaches. With consumers
demanding a personalised experience in exchange for
sharing data, this creates a potential issue for brands.
Most third-party solutions in the market rely on datatagging. This is a complicated approach with less flexibility
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to respond to changes in market conditions. If the data are
not tagged, or if the digital experience is update.
Most third-party solutions in the market rely on datatagging. This is a complicated approach with less flexibility
to respond to changes in market conditions. If the data
are not tagged, or if the digital experience is updated,
this will impair the integrity of the data, and critical
events and behaviour may be entirely missed. Should
the strategy not align with a provider’s pre-built tagging
models, custom development effort will be required.
Remedying these issues generally requires significant IT
effort and integration, resulting in significant time and cost
implications when changes are required.

Increasingly, the future of
customer digital marketing is
private, respectful, real-time
and first-party.

Additionally, latency and tracking gaps prevent
marketers from having deeply personal interactions
with their customers. Real-time personalisation and
interaction requires customer recognition and activity
tracking with sub-second latency. This is critical to
providing messaging that supports the customer’s
immediate intent in the moment.

The First-Party Solution
So, the question is how do companies see and understand
customers, respect their customers’ wishes for privacy
and utilise ethical analytics to interact with them in
timely and relevant ways? The answer to addressing
these gaps lies in embracing first-party data captured
by true first-party solutions.
Simply stated, ‘first-party data’ refers to the data
collected directly from customers and prospects using
technology that is embedded in a company’s digital
infrastructure. As first-party data are completely
within the company’s control, using such data offers
significant advantages:
•

Compounding the situation is the fact third-party
solutions cannot support the real-time use cases that
effective digital customer engagement demands. Thirdparty tagging suffers from significant data latency
issues, taking 30 minutes or more to provide customer
context. This latency is far too long to manage the
customer experience in the moment.

Comprehensiveness: First-party data are the most
comprehensive and may be used to create a highly
relevant data set of customers and prospects
across digital touch points. Companies can capture
behaviour and interactions across all channels.
Capturing all customer digital interactions—scrolls,
hovers, orientation, etc—enables insights that web
analytics just cannot provide in a practical manner.
Most importantly, using first-party data allows
companies to create a complete customer view with
all identifiers linked to both the individual and their
behavioural and historical contextual data.

•

Gaps such as these impact the bottom line through
loss of revenue and increased costs due to inefficient
interactions with customers. These gaps include a
fundamental loss in ability to understand the customer,
their intermediate and long-term behaviour and,
ultimately, their real needs. The result is inefficient
targeting that is both more costly and less relevant.

Accuracy: Having a direct relationship with
customers means the data collected will almost
certainly be more accurate than third-party data.
This is because first-party data are obtained directly
from customers and prospects, while third-party
data will tend to be aggregated from various data
sets. Third-party data reflect a single point in time
and will degrade in quality over time.

•

Relevance: By using first-party data, the company
gains specific valuable insights into exactly how its

When flexibility is compromised in this manner, any
changes in compliance requirements will impact
effectiveness and costs. Moreover, some solutions are
simply unable to adapt to the constantly changing
digital environment across web and mobile channels.
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customers and prospects behave, putting it in a
better position to determine audience preferences.
•

•

•

Cost-effectiveness: Using first-party data is, quite
simply, more economical than buying data from a
third party. As a matter of course, most businesses
already have the infrastructure to capture first–
party data. Where that infrastructure needs to
be expanded as digital channels evolve, data may
require more time and effort to collect, but even the
cost of this will be outweighed by the benefits of
having reusable data. This is a significant difference
compared with third-party data where budget is
spent on imprecise data aggregated into broad
segments rather than detailed insights into individual
customers. Ten segments of 10,000 customers will
never be better than 100,000 segments of one.
Control and compliance: Companies that own
and control their data can build a dataset that is
fully compliant with the privacy legislation in the
marketplaces that are applicable to their business.
It is important to remember that many of the
recent browser changes are designed to protect
the consumer from third parties taking advantage
of them. Companies are capturing consumer data
across a variety of touch points, and a best practice
and future-proof approach would be to work with
solutions that respect this approach and provide
the full capability to manage what and who is
tracked based upon their cross-channel and crossdevice preferences.
Structure: Whether the data are an input for
attribution (any flavour), scoring models, machine
learning or otherwise, the challenges for tag-based
solutions tend to remain the same:
– lack of a data model and schema;
– accuracy issues or missing key elements of data;
– inability to structure the digital data output in a
usable format;
– inability to deliver timely data for models that
require more immediate inputs;
– lack of individual-level data; and
– inability to build cross-session attribute tables at
an individual level.
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Tag-based solutions, or those that rely on a data layer
as a primary input, require advanced configuration to
ensure that the micro-interactions within a particular
page or experience are not only captured, but also
tied to the session and to the individual. Even the most
complex implementations struggle to piece together
customer journeys that span multiple sessions and
devices. This is a core challenge for data science as
many of these micro-interactions are signal inputs for
the models being developed.
Furthermore, without the costly process of associating
micro-interactions with downstream data, the lack of
relational structure makes the data relatively useless
for data science. The importance of having a data
model and schema readily available from whatever
vendor is being used to capture digital data cannot be
overstated. This is a gap in the industry and something
that companies might not realise is an issue until they
try to connect the data from a marketing cloud or tech
stack to an external system or vendor.

Real-Time Customer Interactions–
The Key Differentiator
Latency of data capture can range from milliseconds
to minutes or hours depending on the solution. Those
of a third-party nature will inherently be slower and
less comprehensive for many of the reasons discussed
previously. True first-party data, however, can inform
real-time targeting and action models that are
exponentially more effective.
There is a good reason why most moments-based use
cases do not actually happen in the moment: because
to do so requires millisecond latency between the
technological requirements. To be clear, in significantly
less than one second, data must be captured and
connected to a system of insight, and that insight must
then be conveyed to a system of engagement (see
Figure 2)—and this is something the vast majority of
martech stacks and clouds are simply unable to achieve.
The true goal should be to separate the data capture
from the data activation and think of data as a
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Figure 2. What must happen in real time to truly know and activate based upon the customer

foundational component that companies use in a
‘collect once, use many times’ approach. From there,
the captured data can flow instantly into enterprise
systems of insight and engagement, such as decisioning
platforms, analytics environments and data modelling
(see Figure 3).

tests, triggered campaigns, audience updates and
more. Companies are also able to append relevant
digital interaction and identify graph data to the
current customer data model to leverage across all
marketing analytics, such as attribution and 		
advertisement targeting.

What Can Be Done With First-Party

Analyse and Orchestrate the 		
Customer’s Experience

Data in Real-Time?

When someone arrives on company’s website,
mobile app or another digital channel, marketers can
immediately determine if the visitor is known based upon
a persistent identifier on the device and whether this
person has been there before. The history and profile
attributes about that individual can then be recalled
and be prepared to tailor each engagement using
everything the organisation knows about that customer.
This is one element of connected identity and has
incremental benefit for financial crime interdiction as
well, using the greater predictive power of
integrated data.

Artificial intelligence and machine-learning targeting
and predictive models can leverage both immediately
observed behaviour and historical context to drive
extremely relevant interactions. ‘Micro models’ run in
real time for individual customers and specify the next
digital interaction—messaging, education, offers, etc—
based upon the behaviour that immediately preceded
it. Defined customer journeys, whether that involves
account opening, path to purchase, or service recovery,
can be managed more effectively using a more granular
level of customer digital behaviour. more. Companies
are also able to append relevant digital interaction and
identify graph data to the current customer data model
to leverage across all marketing analytics, such as
attribution and advertisement targeting.

Detect and Capture Digital Behaviour

Build Flexibility

Having resolved the customer’s identity when they
first engage on a channel, companies can then detect
and capture customer-specific digital behaviour at a
granular level in the moment. Such data are immediately
available to inform actions as the customer progresses
through their session. Relevant data, from the current
session or history or both, can be sent to the right
systems in the right format to allow for decisions, A/B

First-party data capture is generally far more flexible
and future-proof. Tagging implemented for current
strategies often fails to capture all interactions that
have relevance when market conditions and strategies
change. The result is a need to change the technical
implementation, which has lag time and increased costs.
A strong first-party data partner will have solutions
that are self-adjusting and capture all interactions that

Determine Identity
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Figure 3. Reference architecture for real time customer analytics and engagement

are potentially relevant. A strong partner will also have a
low or no-code solution to extend the solution’s capture
of new behaviours.

through different channels. A powerful data model can
stitch these together into a seamless integrated view
of a single customer. It sounds simple but it is vital for
hyper-personalisation.

Delivering Incremental Value

Unfortunately, most data models serve individual
silos and so do not cater to interactions with different
customer IDs in different channels. They seldom provide
a unified view of the customer across products, devices
and channels.

Through First-Party Enabled
Business Capabilities
A strong first-party data strategy provides value across
the entire marketing process, yielding a breadth of
revenue-generating and cost-saving capabilities. At
the core of these use cases is ‘identity’, and solving for
identity in a meaningful way is critically important on the
path to value. While there are many identity graphs out
there, the majority are third-party in nature and require
companies to upload customer data. As a best practice,
it is worth selecting a solution that offers a true, firstparty identity graph that can be owned and controlled,
and ultimately, streamline the consumer profiles across
digital touch points. As discussed below, there are
several critical elements to consider.

Identify Graphs and Profiles
Comprehensive identity graphs provide a complete
view of a consumer across channels and devices from
anonymous to known party solutions. Businesses often
create multiple customer identities as individuals log
onto different systems using different devices and
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Marketing Decisioning
The ability to determine the significance of customer
interactions with digital channels can optimise the
effectiveness of downstream real-time interaction
management and decisioning systems. Connecting
customer data to real-time modelling environments
can identify anomalous behaviour, which may signify
risk. This data enrichment capability can also be used
to identify opportunities. Behaviour occurring across
all digital channels can be captured and connected to
models operating in scoring environments that identify
behaviours such as sustained, systematic searching
for specific products or prolonged dwelling on product
pages. Profiles augmented with this scoring data deliver
more accurate ‘next best’ actions when customer
profile data are connected to decisioning solutions,
resulting in more relevant personalisation and higher
conversion rates.
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Attribution
Attribution reporting and models based upon tagbased solutions (ie cookies set by JavaScript) provide
an inaccurate representation of the individual with
potential gaps in visitor history in the event that a
cookie has expired. Where a user has deleted a cookie
before returning to complete a conversion or businessvalue event, companies might not be able to stitch
those sessions together if the time between is more
than seven days.
Furthermore, many attribution models include thirdparty advertising as an input, which is typically captured
by third-party cookies. With third-party cookies and
data under attack from the various browsers, this will
require a new strategy and approach.

Personalisation
In a 2019 survey by Harris, 63 percent of respondents
commented that they ‘expect personalisation as a
standard of service’. 5 Indeed, according to Forrester,6
77 percent of consumers have chosen, recommended,
or even paid more for a brand that provides a
personalised service or experience. First-party data
provide the most complete context for personalising
the customer experience as the data are sourced direct
from the customer. This in turn provides the ability to
deliver relevant experiences to customers at every
moment across the purchase journey. Companies that
can deliver personalised and relevant experiences can
expect achieve cost savings of up to 30 percent and
revenue increases of as much as 20 percent.

Building Deeper Relationships
Companies have an opportunity to build trust and
transparency around how they use consumer data.
Consumers know when a company uses data that they
have not provided directly and this has a negative effect
on the customer experience. Thoughtful actions based
upon first-party data are more likely to be relevant and
perceived as valuable by the customer. This translates
directly to revenue as 91 percent of consumers are more
likely to shop from brands that provide relevant
product recommendations.
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Omni-Channel Management 			
and Measurement
Using first-party data on individual customers collected
from all touch points, companies can see customers as
they move across channels on their path to purchase
or on their path to attrition. These insights will allow
organisations to pinpoint problematic parts of the
customer journey more accurately and single out these
areas to test and implement improvements in the
customer experience. With such a complete and detailed
view of the customer journey, companies can more easily
segment and optimise for different audiences and guide
behaviours that lead to conversion and retention.

Managing The Customer Journey
First-party data can be seen as the essential ingredient
to attribution and to understanding the customer
journey. Data from third parties may improve the shortterm performance of marketing, but cannot explain the
relationship with customers and their paths to purchase.
First-party data, captured across channels, enables
marketers to map the buyer journey, discovering the
different steps that consumers take on their path to
conversion as well as the order in which they take them.
Marketers can then deploy the right message at the
right time to move customers through the purchase
cycle or intervene when the potential to churn has
been identified.

Conclusion
The waning effectiveness of third-party customer data,
driven by regulation and policy changes, creates an
imperative for an alternative approach. Companies that
do not adjust their data strategy in the face of these
changes will see significant impacts to their ability to
understand and engage customers in an effective and
compliant manner.
Embracing a first-party customer data paradigm will
not only minimise the impacts of these changes to their
business but also realise the benefits of driving deeply
relevant customer engagement. A first-party strategy
is also critical for enabling real-time engagement
for personalisation, targeted messaging and lead
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conversion on digital channels. Additionally, foundational
marketing decisioning and attribution will benefit from a
stronger first-party strategy.
Marketers should move quickly to engage their internal
and external partners and begin executing a stronger
first-party customer data strategy.
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